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Digital Guardian of Finance:  
The Role of Artificial Intelligence (AI)  
in Banking and Fraud Detection

Abstract: The rapid growth of digital transactions and the increasing complexity of financial fraud have inten‑
sified the need for advanced detection and prevention mechanisms in modern banking. Artificial intelligence 
(AI) has become a key transformative force, reshaping traditional control, auditing, and risk management 
systems by enabling real‑time processing of large and complex datasets. This paper examines the role of AI in 
the banking sector, with a particular focus on its application in fraud detection and prevention. It analyzes the 
most commonly used AI techniques—machine learning models, anomaly detection systems, and predictive 
analytics—and evaluates their contribution to improving the accuracy, speed, and overall effectiveness of 
risk management processes. The paper also explores the integration of AI into banking operations, highlight‑
ing both practical benefits and implementation challenges, including algorithmic transparency, data quality, 
cybersecurity risks, regulatory compliance, and the growing reliance on automated decision‑support tools. 
The findings indicate that AI significantly enhances the ability of financial institutions to identify suspicious 
activities at an early stage, reducing potential losses and strengthening system resilience. However, the full 
potential of AI can be realized only through a balanced approach that combines technological innovation 
with robust regulatory oversight and continuous human supervision.
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INTRODUCTION

The modern financial and banking sector is experiencing a rapid and ongoing digital trans-
formation driven by the widespread adoption of advanced technologies such as artificial 
intelligence (AI), big data analytics, and automated decision-making systems. The increasing 
volume of digital transactions, expansion of online banking services, and growing intercon-
nectedness of global financial markets have significantly improved operational efficiency, but 
have also intensified the complexity, scale, and sophistication of financial fraud.

Recent institutional reports from organizations such as ACFE, ECB, EBA, FSB, and 
BIS indicate that while the relative fraud rate in digital payment systems remains low, the 
absolute financial losses continue to be substantial due to the high transaction volume in 
modern financial ecosystems. At the same time, fraud schemes are becoming more techno-
logically advanced, requiring financial institutions to move beyond traditional rule-based 
monitoring and adopt more adaptive and intelligent solutions.

In this context, artificial intelligence has emerged as a key enabling technology in the 
modernization of banking systems (Sharma, P., 2024), (Onyshchenko, O., Ternovska, V., & 
Kovalov, V., 2025). Its ability to process large and complex datasets, identify hidden patterns, 
and detect anomalies in real time has significantly enhanced the capabilities of financial 
institutions in fraud detection, risk management, and regulatory compliance. As evidenced 
in recent studies, AI is increasingly integrated into core banking operations, including trans-
action monitoring, customer behavior analysis, and predictive risk assessment.

However, despite its significant advantages, the implementation of AI in the financial 
sector also introduces important challenges. These include issues related to algorithmic 
transparency, data quality and availability, cybersecurity risks, regulatory compliance, and 
the growing reliance on automated decision-making systems. Furthermore, international 
regulatory bodies emphasize that the increasing complexity introduced by AI may amplify 
systemic risks if not properly governed.

The aim of this paper is to analyze the role of artificial intelligence in modern banking, 
with a particular focus on its application in the detection and prevention of financial fraud. 
The study also examines the associated challenges and limitations of AI implementation, 
highlighting the need for a balanced approach that integrates technological innovation 
with robust regulatory oversight and human supervision in order to ensure financial sta-
bility and system resilience.

METHODOLOGY AND LITERATURE REVIEW

This study adopts a qualitative research design, incorporating descriptive and comparative 
analytical methods. The primary objective of the methodology is to examine the role of 
artificial intelligence (AI) in the banking sector, with a specific focus on its application in 
the detection and prevention of financial fraud (Zainal, A., 2023).
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The research is based on systematic content analysis of relevant academic literature, 
institutional reports, and industry publications related to AI applications in financial ser-
vices. Particular attention is given to studies addressing machine learning techniques, 
anomaly detection systems, and predictive analytics models, which are widely applied in 
modern banking environments for fraud identification and risk assessment.

A comparative analytical approach is also applied to evaluate the effectiveness of tradi-
tional rule-based fraud detection systems in relation to modern AI-driven solutions (Chi-
lukala, R. , 2025), (Gentyala, R., 2023). This allows for the identification of key advantages 
and limitations of both approaches, particularly in terms of detection speed, accuracy, 
scalability, and their contribution to overall risk management efficiency.

The study is conceptual and theoretical in nature and does not include primary empir-
ical data collection. Therefore, the findings are derived from the synthesis and interpreta-
tion of existing knowledge, supported by internationally recognized institutional sources 
and academic research.

Contemporary literature consistently emphasizes the increasing importance of arti-
ficial intelligence in the financial sector, particularly in banking operations and fraud 
detection systems (Johora, F. T., et. al., 20224) (Narender, M., & Anand, A. J., 2025). Recent 
studies indicate that AI-based solutions significantly outperform traditional rule-based 
systems in identifying suspicious transactions, primarily due to their ability to learn from 
large datasets and detect complex behavioral patterns.

Machine learning literature highlights the relevance of both supervised and unsuper-
vised learning approaches, with a strong focus on anomaly detection techniques that are 
particularly effective in identifying unusual financial activities (Usmani, U. A., Happonen, 
A., & Watada, J., 2022, July), (Husnaningtyas, N., & Dewayanto, T., 2023). These models are 
widely implemented in banking systems to enhance transaction monitoring and improve 
fraud prevention mechanisms.

International financial institutions, including the Bank for International Settlements 
(BIS) and the Financial Stability Board (FSB), emphasize that while AI improves risk man-
agement efficiency and supports more advanced supervisory capabilities, it also introduces 
new challenges. These include increased system complexity, dependency on data quality, 
and issues related to transparency and explainability of algorithmic decision-making.

In addition, regulatory and academic discussions frequently refer to the “black box” 
problem in AI systems, where the decision-making process of complex models is difficult 
to interpret. This presents significant challenges for auditors, regulators, and compliance 
officers, particularly in highly regulated financial environments.

Overall, the literature suggests that artificial intelligence has a strong transformative 
potential in banking and financial fraud detection. However, its effective implementation 
requires a balanced framework that integrates technological innovation with regulatory 
oversight, ethical considerations, and human expertise.
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DATA SOURCES 

This study relies exclusively on secondary data obtained from credible academic, institu-
tional, and industry sources related to artificial intelligence applications in banking and 
financial fraud detection. The selection of data sources was guided by relevance, reliability, 
and methodological robustness, with emphasis on recent publications from 2024 to 2026.

Firstly, statistical and analytical data on financial fraud and cybercrime were derived 
from internationally recognized institutions. Reports from the Association of Certified 
Fraud Examiners (ACFE), including Report to the Nations and the Anti-Fraud Tech-
nology Benchmarking Report (2026), were used to provide global insights into fraud 
trends, financial losses, and the adoption of anti-fraud technologies. Additional cyberse-
curity-related insights were obtained from Europol, particularly the Internet Organised 
Crime Threat Assessment (IOCTA), which analyzes emerging cyber threats affecting 
financial institutions. Complementary data on payment fraud trends in the European 
financial system were sourced from reports by the European Central Bank (ECB).

Secondly, institutional reports related to financial stability, banking supervision, and 
digital transformation were obtained from the Bank for International Settlements (BIS) 
and the Financial Stability Board (FSB). These sources provide key insights into systemic 
risk, regulatory frameworks, and the impact of AI-driven innovation on global financial 
stability and central banking functions.

Thirdly, technical datasets relevant to machine learning and AI-based fraud detection 
were considered to support the theoretical analysis of algorithmic performance. These 
include publicly available datasets such as the Kaggle Credit Card Fraud Detection dataset 
and the IEEE-CIS Fraud Detection dataset, which are widely used for evaluating model 
accuracy, precision, recall, and anomaly detection capabilities in academic research.

Finally, industry reports from leading consulting and financial technology organi-
zations, including Deloitte, PwC, and McKinsey & Company, were used to complement 
institutional data with practical insights into real-world AI implementation. These reports 
provide evidence on the effectiveness of AI systems in reducing fraud losses, improving 
transaction monitoring, and enhancing compliance with anti-money laundering (AML) 
regulations.

Overall, the integration of institutional reports, academic research, technical datasets, 
and industry analyses ensures a comprehensive and multi-perspective understanding of 
artificial intelligence applications in modern banking and financial fraud detection.

RESULTS OF THE RESEARCH

The analysis is based on data obtained from relevant international financial institutions 
and regulatory bodies covering the period 2024–2026. The selected sources provide a com-
prehensive overview of current developments in financial fraud, digital transformation in 
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banking, and the increasing role of artificial intelligence (AI) in enhancing risk manage-
ment and fraud detection systems.

In recent years, the financial sector has undergone significant technological change 
driven by digitalization, data-driven decision-making, and the rapid adoption of AI-based 
solutions. These developments have not only improved operational efficiency but have 
also introduced new challenges related to cybersecurity, fraud sophistication, and regu-
latory compliance. As a result, institutions such as ACFE, ECB, EBA, BIS, and FSB have 
increasingly focused on evaluating both the benefits and risks associated with emerging 
technologies.

The following section presents the empirical findings derived from these institutional 
reports. The results are structured thematically, focusing on fraud prevention technolo-
gies, payment fraud trends in the European financial system, systemic risks and financial 
stability considerations, as well as the broader implications of AI and big data technologies 
in modern financial infrastructure.

According to the Association of Certified Fraud Examiners (2026) Anti-Fraud Tech-
nology Benchmarking Report, the adoption of advanced technologies has become a key 
factor in reducing financial losses caused by fraud. The findings indicate that artificial 
intelligence, machine learning, and data analytics are currently the most widely used tech-
nological solutions in fraud detection systems. In particular, more than 70% of large finan-
cial institutions have already implemented AI-based tools within their fraud prevention 
frameworks.

The report shown on Table 1 further highlights that the integration of AI technolo-
gies significantly improves the speed and efficiency of fraud detection, enabling financial 
institutions to identify suspicious activities in near real time and thereby reduce potential 
financial losses. However, despite these advantages, organizations continue to face impor-
tant implementation challenges. The most frequently reported issues relate to the quality 
and availability of data, as well as difficulties in integrating AI systems with existing legacy 
banking infrastructures.

Table 1: Anti-fraud technologies and outcomes (ACFE, 2026)
Indicator Result
Most used technologies AI, machine learning, data analytics
Organizations using AI for fraud detection Over 70% of large institutions
Effect of AI systems Faster detection and reduced financial losses
Main challenge Data quality and system integration

Source: Author own elaboration, based on data

The 2026 ACFE report confirms that AI is becoming a standard tool in fraud detection 
systems across financial institutions.

The joint report by the European Central Bank and the European Banking Author-
ity (2024) on Table 2 provides detailed insights into payment fraud trends within the 
European Economic Area. The findings indicate that, although the relative fraud rate in 
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payment transactions remains very low at approximately 0.002%, the overall financial 
impact is still substantial due to the extremely high volume of digital payments processed 
across the EU. As a result, total annual losses from payment fraud are estimated at around 
€4.3 billion.

The report further shows that the most common form of fraud in the digital payment 
environment is card-not-present fraud, which primarily occurs in online transactions where 
physical card verification is not possible. In response to this growing risk, regulatory meas-
ures such as Strong Customer Authentication (SCA) have been implemented across the EU 
financial system. These measures have contributed to a noticeable reduction in certain types 
of fraud, particularly those involving unauthorized access and payment initiation.

Table 2: Payment fraud in the EU (ECB/EBA, 2024)
Indicator Value
Total annual losses ~€4.3 billion
Fraud rate in transactions ~0.002%
Most common fraud type Card-not-present (online fraud)
Effect of Strong Customer Authentication (SCA) Reduction of certain fraud types

Source: Author own elaboration, based on data.

Overall, the ECB and EBA findings suggest that while regulatory frameworks have been 
effective in limiting fraud rates, the scale of digital transactions continues to make payment 
fraud a significant financial and operational risk for the banking sector.

The Financial Stability Board (2025) emphasizes the growing impact of digital trans-
formation and AI-driven innovation on global financial stability. The report Table 3 
shown highlights that the rapid expansion of artificial intelligence and fintech solutions 
is fundamentally reshaping the structure of the financial system. While these innovations 
significantly improve efficiency, speed, and accessibility of financial services, they also 
introduce new layers of complexity. Particularly, the findings indicate the increase of sys-
temic risk as a result of greater technological interdependence and the growing reliance 
on automated decision-making systems. This heightened complexity requires stronger 
governance mechanisms, especially in the areas of artificial intelligence oversight and 
cybersecurity regulation.

Table 3: Key financial stability trends (FSB, 2025)
Area Finding
Digital innovation Rapid growth of AI and fintech solutions
Systemic risk Increasing complexity of the financial system
Regulatory focus AI governance and cybersecurity

Source: Author own elaboration, based on data.

Furthermore, the report stresses that financial stability in the modern environment 
is increasingly dependent on the ability of regulatory institutions to effectively monitor 
and control emerging technologies. Although AI contributes to improved efficiency and 
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risk management, it simultaneously increases exposure to systemic vulnerabilities if not 
properly regulated.

Overall, the FSB concludes that digital innovation represents both an opportunity and 
a challenge, requiring a balanced approach between technological advancement and reg-
ulatory control.

The report by the Bank for International Settlements (2024) stresses that central banks 
must prepare for the profound impact of artificial intelligence on the economy and the 
financial system. The findings indicate that AI is increasingly influencing core functions of 
the financial infrastructure, including monetary policy formulation, banking supervision, 
and market operations.

In particular, the report Table 4 highlights that artificial intelligence enhances data-
driven decision-making processes within monetary policy by enabling more accurate 
and timely analysis of large and complex datasets. In the area of banking supervision, AI 
contributes to more efficient and automated risk monitoring, allowing regulators to detect 
potential vulnerabilities in financial institutions at an earlier stage.

Table 4: Impact of AI on the financial system (BIS, 2024)
Area Impact of AI
Monetary policy Enhanced data-driven decision-making
Banking supervision Automated risk monitoring
Financial stability Increased need for regulatory frameworks
Market efficiency Faster information processing

Source: Author own elaboration, based on data

At the same time, the implementation of AI increases the need for robust regulatory 
frameworks, as the growing reliance on algorithmic decision-making introduces new 
forms of systemic risk. Additionally, AI improves market efficiency by enabling faster 
processing and dissemination of financial information, which can enhance liquidity and 
price discovery mechanisms.

Overall, the BIS emphasizes that artificial intelligence is fundamentally reshaping the 
structure and functioning of the financial system, and therefore requires continuous adap-
tation of regulatory and supervisory approaches.

The Bank for International Settlements (2025) Project Symbiosis explores the applica-
tion of artificial intelligence and big data technologies in enhancing financial transparency 
and sustainability reporting. The Table 5 project highlights the growing role of advanced 
data analytics in improving the quality, accessibility, and reliability of financial and non-fi-
nancial information used in decision-making processes.

In particular, the findings show that big data analytics significantly contribute to 
improved data transparency by enabling the processing and integration of large and com-
plex datasets from multiple sources. Artificial intelligence models further enhance ana-
lytical capabilities by supporting more accurate and advanced risk prediction, allowing 
financial institutions and regulators to identify potential vulnerabilities at an earlier stage.
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Additionally, the project emphasizes the relevance of AI in the context of environmen-
tal, social, and governance (ESG) frameworks, where it supports enhanced monitoring of 
supply chains and sustainability-related indicators. AI-driven systems also facilitate more 
efficient financial oversight through automated data evaluation processes, reducing the 
reliance on manual reporting and increasing overall efficiency. Project Symbiosis demon-
strates that the application of artificial intelligence and big data extends beyond traditional 
banking functions, playing an increasingly important role in financial transparency, reg-
ulatory compliance, and sustainability reporting.

Table 5: AI and big data applications (Project Symbiosis, 2025)
Area Result
Big data analytics Improved data transparency
AI models Advanced risk prediction capabilities
Sustainability (ESG) Enhanced supply chain monitoring
Financial oversight Automated data evaluation

Source: Author own elaboration, based on data

The findings show that the period 2024–2026 is characterized by the rapid expansion 
of artificial intelligence in the financial sector. While ACFE (2026) confirms the grow-
ing role of AI in fraud prevention, ECB/EBA (2024) highlight significant financial losses 
despite low fraud rates, and BIS (2024–2025) together with FSB (2025) emphasize systemic 
transformation and regulatory challenges.

Overall, AI significantly improves fraud detection and risk management capabilities, 
but it also increases the complexity of the financial system, requiring stronger regulatory 
oversight and continued human supervision.

DISCUSSION

The results of this study indicate that artificial intelligence (AI) is becoming a trans-
formative force in the financial and banking sector, particularly in the area of fraud detec-
tion and risk management. Across all analyzed sources from 2024 to 2026, a consistent 
pattern emerges: AI technologies significantly enhance the speed, accuracy, and efficiency 
of detecting financial irregularities, while simultaneously reshaping the structure of finan-
cial systems and regulatory practices.

Findings from the Association of Certified Fraud Examiners (2026) demonstrate that 
AI, machine learning, and data analytics are increasingly integrated into fraud detection 
frameworks, with more than 70% of large institutions already using such technologies. 
This confirms that AI is no longer an experimental tool but has become a standard com-
ponent of modern anti-fraud systems. However, the same findings highlight persistent 
challenges related to data quality and system integration, suggesting that technological 
adoption alone is not sufficient without proper infrastructure and governance.
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Similarly, data from the joint report of the European Central Bank and the European 
Banking Authority (2024) show that although fraud rates in the European payment system 
are relatively low, the total financial impact remains substantial due to the high volume of 
digital transactions. This highlights a key paradox of digital banking: increased efficiency 
and accessibility are accompanied by expanded exposure to cyber-enabled fraud risks. The 
effectiveness of Strong Customer Authentication (SCA) demonstrates that regulatory meas-
ures can reduce certain types of fraud, but they cannot fully eliminate emerging threats.

The analysis of the Financial Stability Board (2025) further expands the discussion by 
emphasizing that digital transformation and AI adoption increase systemic complexity 
within the financial system. While AI improves operational efficiency, it also introduces 
new forms of interconnected risk, requiring enhanced governance structures. This indi-
cates that financial stability is increasingly dependent not only on economic factors but 
also on technological resilience and regulatory adaptability.

The report from the Bank for International Settlements (2024) reinforces this perspective 
by showing that AI is reshaping core financial functions, including monetary policy, banking 
supervision, and market efficiency. The increasing reliance on data-driven decision-making 
improves analytical precision, but also raises concerns regarding transparency, accounta-
bility, and algorithmic risk. These findings suggest that central banks and regulators must 
continuously adapt their supervisory frameworks to keep pace with technological change.

Furthermore, Project Symbiosis (BIS, 2025) extends the scope of AI application beyond 
traditional banking functions, demonstrating its relevance in sustainability reporting, ESG 
monitoring, and financial transparency. This indicates that AI is evolving into a cross-sec-
toral technology with implications not only for financial performance but also for broader 
economic and environmental governance.

Overall, the findings suggest that AI presents a dual effect: on one hand, it significantly 
strengthens fraud detection, risk management, and financial efficiency; on the other hand, 
it increases systemic complexity and regulatory challenges. This duality highlights the 
necessity of a balanced approach that combines technological innovation with strong 
regulatory oversight and human supervision.

While AI is clearly a key driver of innovation in modern banking, its successful imple-
mentation depends on addressing critical issues such as data quality, model transparency, 
cybersecurity risks, and regulatory coordination.

CONCLUSION

This study analyzed the growing role of artificial intelligence (AI) in the financial and 
banking sector, with a particular focus on fraud detection, risk management, and financial 
stability. Based on secondary data from leading international institutions covering the 
period 2024–2026, the research confirms that AI has become a key technological driver 
of transformation in modern banking systems.
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The findings show that AI significantly improves the efficiency and accuracy of fraud 
detection processes by enabling real-time data analysis, pattern recognition, and anomaly 
detection. Evidence from the Association of Certified Fraud Examiners (2026) indicates 
widespread adoption of AI-based tools across financial institutions, while data from the 
European Central Bank and the European Banking Authority (2024) confirm that digital 
payment systems, although highly efficient, remain exposed to substantial fraud-related 
financial losses.

At the same time, the analysis highlights that the integration of AI into the financial 
system introduces new challenges. Reports from the Financial Stability Board (2025) and 
the Bank for International Settlements (2024–2025) emphasize increased systemic complex-
ity, regulatory pressure, and the need for enhanced governance frameworks. Issues such as 
algorithmic transparency, data quality, cybersecurity risks, and dependency on automated 
decision-making systems remain key limitations in the full adoption of AI technologies.

Furthermore, Project Symbiosis (BIS, 2025) demonstrates that the application of AI 
extends beyond traditional banking functions, contributing to improved financial trans-
parency, sustainability reporting, and ESG monitoring. This confirms that AI is evolving 
into a cross-sectoral technology with broad economic and regulatory implications.

Overall, it can be concluded that artificial intelligence represents a fundamental inno-
vation in the financial sector, offering significant benefits in terms of efficiency, risk 
reduction, and fraud prevention. However, its successful and sustainable implementation 
requires a balanced approach that integrates technological advancement with strong reg-
ulatory oversight, institutional coordination, and continuous human supervision.
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Digitalni čuvar finansija:  
Uloga veštačke inteligencije (AI) u bankarstvu  

i otkrivanju prevara

Apstrakt: Brzi rast digitalnih transakcija i sve veća složenost finansijskih prevara povećali su 
potrebu za naprednim mehanizmima za njihovo otkrivanje i sprečavanje u savremenom ban‑
karstvu. Veštačka inteligencija (VI) postala je ključna transformativna tehnologija koja menja 
tradicionalne sisteme kontrole, revizije i upravljanja rizicima, omogućavajući obradu velikih i 
kompleksnih skupova podataka u realnom vremenu. Ovaj rad ispituje ulogu VI u bankarskom 
sektoru, sa posebnim fokusom na njenu primenu u detekciji i prevenciji prevara. Analiziraju 
se najčešće korišćene tehnike VI — modeli mašinskog učenja, sistemi za detekciju anomalija 
i prediktivna analitika — i ocenjuje se njihov doprinos unapređenju tačnosti, brzine i efika‑
snosti procesa upravljanja rizicima. Rad takođe razmatra integraciju VI u bankarske opera‑
cije, ističući praktične koristi, ali i izazove primene, uključujući transparentnost algoritama, 
kvalitet podataka, sajber‑bezbednosne rizike, regulatornu usklađenost i rastuću zavisnost od 
automatizovanih sistema podrške odlučivanju. Nalazi pokazuju da VI značajno poboljšava 
sposobnost finansijskih institucija da rano identifikuju sumnjive aktivnosti, smanjujući poten‑
cijalne gubitke i jačajući otpornost sistema. Ipak, njen puni potencijal može se ostvariti samo 
kroz uravnotežen pristup koji kombinuje tehnološke inovacije, adekvatan regulatorni nadzor 
i kontinuirani ljudski nadzor.

Ključne reči: veštačka inteligencija (AI), bankarstvo, finansijske prevare, detekcija prevara, 
upravljanje rizicima.
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